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Abstract
Aim: This paper examines the necessity of adapting the Budapest Convention 
to address emerging cyber threats, including ransomware, the misuse of cryp-
tocurrencies, artificial intelligence(AI), Internet of Things (IoT) vulnerabilities, 
and cross-border jurisdictional challenges. The paper highlights the legal gaps 
and proposes updates to ensure the Convention remains relevant in combating 
evolving cybercrimes. 
Methodology: A comparative legal research approach is employed, analyzing 
the current provisions of the Budapest Convention alongside case studies of 
emerging Cyber threats. The research integrates doctrinal analysis and practi-
cal insights, including reviews of international legal frameworks, technological 
developments, and enforcement practices.
Findings: The study identifies significant gaps in the Budapest Convention, in-
cluding the lack of provisions addressing advanced cybercrime methods and the 
challenges of cross-border enforcement. These gaps hinder the Convention’s 
ability to address contemporary Cyber threats effectively. The paper suggests 
concrete reforms, such as incorporating provisions for AI-driven crimes, cryp-
tocurrency regulations, and enhanced cross-border cooperation mechanisms.
Value: This paper contributes to the ongoing discourse on international cyber-
crime law by proposing actionable updates to the Budapest Convention. It pro-
vides a roadmap for policymakers and legal practitioners to enhance the Con-
vention’s relevance and effectiveness in tackling the dynamic landscape of cyber 
threats while safeguarding fundamental rights.
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Introduction

The Budapest Convention on Cybercrime, established in 2001, is the first in-
ternational treaty to harmonize national laws, improve investigative techniques, 
and foster international cooperation to combat cybercrime. Over two decades 
later, the digital landscape has evolved significantly, presenting new challenges 
that the Convention’s original framework needs to address. Emerging threats, 
including ransomware, cryptocurrency-facilitated crimes, artificial intelligence 
(AI)-driven cyberattacks, and vulnerabilities in Internet of Things (IoT) devic-
es, have demonstrated the need for robust and adaptive legal measures (McCall, 
2024). Moreover, the Convention faces increasing criticism for its inability to 
resolve cross-border jurisdictional conflicts effectively. With cybercriminals 
operating beyond national boundaries, the lack of streamlined international pro-
tocols has limited the effectiveness of international cooperation in addressing 
transnational cybercrime (AllahRakha, 2024). As a result, there is a growing 
consensus among legal scholars and practitioners that the Budapest Convention 
requires significant updates to maintain its relevance and efficacy in combating 
the rapidly evolving landscape of cyber threats.

This paper analyzes the gaps in the Budapest Convention, focusing on its 
shortcomings in addressing emerging technologies and cross-border enforce-
ment challenges. Using a comparative legal research methodology, it explores 
how the Convention can be adapted to meet the demands of the digital age 
while balancing security imperatives with fundamental rights (Taylor, 2021). 
The findings aim to contribute to the ongoing discourse on international cy-
bercrime legislation and provide practical recommendations for policymakers.

Overview of the Budapest Convention on Cybercrime

Adopted in 2021 by the Council of Europe, the Budapest Convention is the first 
and most significant international treaty addressing Cybercrime and electronic 
evidence. It was developed to harmonize national laws, improve investigative 
techniques, and facilitate international cooperation. With 75 member states as of 
2024, the treaty remains open for accession by non-European countries, demon-
strating its global reach and relevance in combating cybercrime worldwide 
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(URL1). The Convention was developed in response to the increased misuse 
of technology for criminal purposes, with offenses often crossing borders. It 
includes a set of baseline provisions for harmonizing substantive and procedur-
al law among signatories, supplemented by protocols such as the first protocol 
on racist and xenophobic acts and the second protocol on enhancing coopera-
tion and evidence-sharing. The key provisions of the Budapest Convention are:
•	 Substantive criminal law: Those provisions define critical cybercrime of-

fenses such as unauthorized access, data interference, system interference, 
and computer-related fraud.

•	 Procedural powers: These articles provide law enforcement with tools for 
collecting real-time traffic data, preserving data, and searching and seizing 
stored computer data.

•	 International cooperation: Establishes mechanisms like the 24/7 contact 
network for expediting cross-border assistance and ensures mutual legal 
assistance among parties.

The Budapest Convention has significantly shaped the global cybercrime leg-
islation. In 2021, approximately 124 countries had adopted legal frameworks 
inspired by its provisions. The 24/7 contact network has proven essential in 
high-profile cases, such as the Charlie Hebdo attacks, enabling rapid informa-
tion sharing across jurisdictions. Additionally, the Convention has improved 
cooperation with private sector entities, particularly U.S.-based service provid-
ers, which supply data in about two-thirds of law enforcement requests (Gard-
ner, 2020). However, the Convention is limited in addressing emerging threats 
such as ransomware, AI-driven attacks, and cryptocurrency-based crimes. These 
gaps underscore the need for updates to ensure the treaty remains effective in 
combating the ever-evolving cyber threats landscape.

Emerging cyber-threats in cybercrime

A recent literature review highlights the fast-paced evolution of cybercrime, 
emphasizing the increasing sophistication of cybercriminal activities. Emerg-
ing technologies such as artificial intelligence (AI) and the Internet of Things 
(IoT) have exacerbated vulnerabilities in both national and international legal 
frameworks (Kuzior et al., 2024). Moorthy and Marwala (2021) argue that AI 
serves a dual role, functioning both as a tool for cybercriminals and an asset 
for law enforcement, making it imperative for legal frameworks to evolve ac-
cordingly. Similarly, Müller, Backes, and colleagues emphasize the urgency of 

https://statesassembly.je/getmedia/baff60aa-468b-4914-8420-d3fc58f1698d/Research - Briefing Paper on Council of Europe Convention on Cybercrime - 31 October 2018.pdf
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updating treaties like the Budapest Convention to keep pace with the prolifera-
tion of digital threats and the complexities involved in prosecuting cybercrime 
across multiple jurisdictions (Backes et al. 2019).

Recent scholarship further underscores the dual role of AI and IoT in cyberse-
curity. McCall (2024) observes that while these technologies enable significant 
advancements in automation and data-driven decision-making, they simultane-
ously introduce complex vulnerabilities. The rapid proliferation of IoT devices, 
many of which lack robust security measures, combined with increasingly so-
phisticated AI-driven attacks, expands the potential attack surface and neces-
sitates advanced, adaptive defense strategies. Complementing this perspective, 
Rehman and Liu (2021) discuss the integration of AI and IoT into proactive 
cyber defense systems. They highlight the value of AI in analyzing real-time 
data from IoT environments to detect anomalies and predict potential securi-
ty breaches. Such proactive approaches enable organizations to anticipate and 
mitigate threats before they materialize, ultimately enhancing the resilience of 
critical systems. These studies collectively suggest that although AI and IoT 
technologies hold promise for strengthening cybersecurity capabilities, they also 
require the development of tailored legal and technical frameworks. Without 
these, the international community will struggle to address the rapidly evolv-
ing threat landscape effectively.

Ransomware: Escalating threat

Ransomware attacks have become an escalating global threat in recent years. Cy-
bercriminals use ransomware to lock victims’ data, demanding payment, typically 
in cryptocurrency, to release it. This makes it more difficult for authorities to trace 
the payments. A notable example is the 2020 attack on Universal Health Services 
(UHS) in the United States, which crippled operations across over 400 facilities 
(Kaspersky, 2020). Additionally, groups such as REvil and DarkSide have been 
particularly active, targeting large businesses and critical infrastructure. In 2021, 
Kaseya, an IT management company, was targeted by a supply-chain ransom-
ware attack that affected thousands of organizations worldwide (Symantec, 2021).

Ransomware remains a serious and evolving threat, with attackers continuous-
ly developing more sophisticated methods to carry out these extortion-based at-
tacks. As cybercriminals become more advanced in their tactics, organizations 
must adopt comprehensive cybersecurity strategies to mitigate risks. The Budapest 
Convention on Cybercrime must be updated to provide more effective tools for 
international cooperation in combating ransomware, especially when tracing pay-
ments made through cryptocurrencies and ensuring efficient data sharing between 
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jurisdictions. According to the European Union Agency for Cybersecurity (ENI-
SA), the increasing frequency of ransomware attacks highlights the limitations of 
current international legal frameworks in tackling this growing problem (URL2).

Cryptocurrency and cybercrime

The Budapest Convention, the first binding international treaty on cybercrime, 
focuses on electronic evidence and procedural tools for international coopera-
tion. However, it predates the proliferation of cryptocurrencies and lacks pro-
visions specific to this technology (Council of Europe, 2001). For example, its 
data preservation and evidence collection measures need to be revised for the 
unique characteristics of blockchain transactions (URL3).

Scholars like De Hert and Papakonstantinou argue that the Convention’s effec-
tiveness in combating modern cybercrime diminishes without addressing cryp-
tocurrency-enabled offenses (De Hert & Papakonstantinou, 2012). Criminals 
use decentralized ledgers to obscure financial trails, creating new barriers for 
law enforcement. Syed et al. highlight the growing prevalence of ransomware 
attacks demanding cryptocurrency payments, emphasizing the urgent need for 
updates in the international legal framework (Temara, 2024).

Challenges and the case for updating in this regard are:
•	 Anonymity and decentralization: Cryptocurrency networks operate without 

a central authority, making tracing transactions or identifying perpetrators 
difficult. Current legal provisions under the Convention need to address the 
unique technical challenges posed by blockchain forensics.

•	 Asset recovery and seizure: The absence of a specific protocol for freezing 
or seizing cryptocurrency assets hampers efforts to disrupt criminal oper-
ations. While Article 19 of the Convention addresses research and seizure, 
it is not tailored for digital wallets.

•	 Cross-border coordination: Cryptocurrency operates beyond national ju-
risdictions, requiring more effective international cooperation. Due to the 
absence of standardized protocols, law enforcement agencies face delays 
in securing access to foreign exchange data. This would enable law en-
forcement to engage in more effective cross-border data sharing and finan-
cial tracking, ensuring that criminals cannot hide behind cryptocurrency’s 
anonymity. Additionally, the FATF (Financial Action Task Force) has set 
guidelines for addressing the illicit use of cryptocurrencies, but these frame-
works are still evolving (URL4). Europol and Interpol are collaborating on 
investigations, but a formal update to the Convention is crucial to ensure 
unified legal approaches.

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021
https://www.europol.europa.eu/cms/sites/default/files/documents/Common_Challenges_in_Cybercrime_2024.pdf
https://doi.org/10.9734/ajarr/2024/v18i3610
https://digitalcommons.wcl.american.edu/facsch_lawrev/1100/
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Artificial intelligence (AI) in cybercrime

Artificial intelligence (AI) has become both a tool for cybercriminals and a val-
uable asset for law enforcement. However, current legal frameworks, including 
the Budapest Convention, lack provisions addressing AI-driven threats such as 
automated phishing, deepfakes, and adaptive malware. AI-driven crimes raise 
novel legal challenges, particularly in authenticating AI-generated evidence 
and establishing liability. For example, in France, phishing campaigns using 
AI-generated communications have complicated efforts to identify perpetrators 
(Lemoine, 2022). Deepfake technologies have been used in Ireland to manip-
ulate digital content, challenging the judiciary’s capacity to verify authenticity 
(Fitzgerald, 2023). Hungary has reported increased use of AI for identity theft 
and financial fraud, prompting calls for updated laws (Mezei & Krasznay, 2022).

To respond effectively, the Budapest Convention should be revised to clearly 
define AI-enabled offenses, develop guidelines for handling AI-generated ev-
idence, and enhance mechanisms for international cooperation. Collaborating 
with AI developers and cybersecurity experts would also support ethical stand-
ards and threat detection across jurisdictions.

Internet of Things (IoT) vulnerabilities

The Internet of Things (IoT) refers to the network of interconnected devices, sen-
sors, and systems that communicate and exchange data over the internet, such 
as smart home appliances, wearable devices, and industrial machines. While 
IoT technology has brought significant advancements in convenience, efficien-
cy, and automation, it also introduces new cybersecurity risks, making it an 
emerging threat in the realm of cybercrime. The rapid expansion of IoT devices 
creates vulnerabilities, as many of these devices are not designed with robust 
security measures, leaving them susceptible to exploitation by cybercriminals. 
IoT vulnerabilities have already been demonstrated in several high-profile in-
cidents. For instance, in 2016, the Mirai botnet attack, which involved IoT de-
vices such as security cameras and routers, caused widespread disruptions by 
launching massive distributed denial-of-service (DDoS) attacks on websites, 
including major platforms like Twitter and Spotify (Moussouris, 2016). Simi-
larly, in France, the use of unsecured IoT devices in smart homes has led to an 
increase in cyberattacks, where attackers exploit these vulnerabilities to gain 
unauthorized access to users’ data and networks (Lemoine, 2021). In Hunga-
ry, researchers have pointed out that vulnerabilities in IoT-enabled critical in-
frastructure, such as power grids, have made these systems prime targets for 
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cybercriminals, raising concerns about the potential consequences of an IoT-
based cyberattack on national security (Kovács & Horváth, 2022).

The Budapest Convention, established in 2001, does not include specific pro-
visions addressing the unique threats posed by IoT-related cybercrimes. The 
growing number of IoT devices and their vulnerabilities highlight the need for 
a legal update to address IoT-related cybercrimes, including unauthorized access, 
data theft, and exploitation of critical infrastructure. Updating the Convention 
would involve creating specific legal frameworks for IoT security, improving 
international cooperation to investigate and respond to IoT-based cybercrimes, 
and developing cybersecurity standards for manufacturers of IoT devices (URL5). 
Without such updates, the Budapest Convention will continue to remain inad-
equate for effectively addressing IoT-driven cyber threats.

Cross-border jurisdictional challenges

One of the Budapest Convention’s greatest strengths is its focus on international 
cooperation, yet cybercrime’s digital borderlessness presents significant chal-
lenges. Jurisdictional issues arise when cybercriminals operate in one country 
while targeting victims in another, often making it difficult for national author-
ities to act.

Scholars like Flynn emphasize that the Budapest Convention, while pioneer-
ing, has limitations in effectively addressing cross-border jurisdictional conflicts 
(Flynn, 2014). Flynn argues that the Convention needs provisions that account 
for the complexities of sovereignty in a digital age, particularly concerning 
data storage and access. Similarly, Svantesson and Clarke highlight the impor-
tance of creating a framework for mutual legal assistance treaties (MLATs) that 
streamline cross-border investigations (Cerezo et al., 2007). They point out that 
critical evidence may remain inaccessible without an updated mechanism due 
to conflicting privacy and data protection laws.

Recent case law has shown how cross-border jurisdiction can complicate cy-
bercrime prosecutions. The Microsoft Ireland case, where the US government 
sought access to data stored on Microsoft servers in Ireland, exemplifies the 
challenge of reconciling national laws with international data protection and 
privacy standards (Microsoft Corporation V. United States, 2018). The Euro-
pean Court of Justice ruled that the US could not access the data, highlighting 
the complexity of cross-border data requests. To address these challenges, the 
Budapest Convention should be updated to provide more robust mechanisms 
for cooperation on data access and evidence sharing, particularly in cases where 
the data crosses multiple jurisdictions with differing legal standards.

https://www.keyfactor.com/blog/three-iot-security-resolutions-to-implement-in-2024/?utm_content=dsa&gad_source=1&gclid=Cj0KCQjwv_m-BhC4ARIsAIqNeBupo0BZ3FTs4bYPE5ah9Vp4X--3espiOLmQqa-sGc_BHq9SFJ9Q0JgaAjxdEALw_wcB
https://doi.org/10.1109/WDFIA.2007.4299369
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Importance and broader definitions of emerging cyber threats

Emerging cyber threats, defined by their sophistication and rapidly evolving 
nature, pose significant risks to individuals, organizations, and nations. These 
threats go beyond traditional cybercrimes, encompassing activities like advanced 
persistent threats (APTs), deepfake technologies, quantum computing-based 
hacking, and the misuse of artificial intelligence (AI). Understanding their im-
portance and broader definitions is critical for developing comprehensive legal 
and technological frameworks. Cyber threats increasingly target crucial infra-
structure, such as power grids, financial systems, and healthcare facilities. For 
example, the Colonial Pipeline ransomware attack in 2021 demonstrated the 
devastating impact of cyberattacks on national economies and public safety. The 
incident disrupted fuel supplies across the U.S. East Coast, costing millions of 
dollars in ransom and economic losses (URL6). Nation-states and non-state ac-
tors use cyber tools for espionage, sabotage, and influence campaigns. Cyber 
threats such as the SolarWinds cyberattack, attributed to Russian state actors, 
breached government and corporate networks globally, undermining trust in 
cybersecurity measures. Cybercrime costs may reach as much as $10.5 trillion 
annually by 2025 (URL7). This includes losses from intellectual property theft, 
fraud, and system downtime caused by attacks. Without comprehensive defini-
tions and laws, addressing these threats remains challenging.

Misusing technologies like deepfakes undermines trust in digital content and 
poses significant risks to privacy, reputation, and democracy. Deepfake technol-
ogy, which allows the creation of highly convincing manipulated videos, audio, 
and images, has been exploited for malicious purposes, such as spreading mis-
information and disinformation. For instance, during the 2020 U.S. presiden-
tial election, deepfake videos were used to create false narratives about politi-
cal candidates, manipulating public opinion and inciting division among voters 
(Pennycook & Rand, 2020). In France, a deepfake video involving a prominent 
political figure was used to spread harmful rumors, causing reputational dam-
age and public confusion (Berrada, 2021). Furthermore, deepfakes have been 
used to create fake videos of public figures, leading to privacy violations and 
harassment, particularly targeting women and celebrities (Ferrara, 2021). These 
incidents not only damage individual reputations but also threaten the integri-
ty of democratic processes by spreading misleading information and eroding 
public trust in the media. In response, there is an urgent need to update interna-
tional legal frameworks like the Budapest Convention to specifically address 
the challenges posed by deepfake technology. Legal mechanisms should be 
introduced to criminalize the creation and distribution of harmful deepfakes, 
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enhance international cooperation in tracking and prosecuting offenders, and 
develop technological tools to detect and mitigate the impact of deepfake con-
tent on digital platforms. Without such updates, existing laws remain inade-
quate to tackle the growing threat that deepfakes pose to privacy, democracy, 
and trust in digital media.

Broader definitions and coverage of cyber threats

As the digital landscape evolves, the traditional definitions of cybercrime, which 
primarily focus on offenses such as hacking and identity theft, must be revised 
to address a broader spectrum of emerging threats. These expanded definitions 
should incorporate various forms of cyber threats, including cyberterrorism, cy-
ber-enabled economic espionage, AI and automation threats, Internet of Things 
(IoT) vulnerabilities, and quantum computing risks.
•	 Cyberterrorism refers to the use of cyber tools to intimidate or coerce gov-

ernments or civilians. A notable example of this was the 2017 WannaCry 
ransomware attack, which not only caused significant financial losses but 
also disrupted essential services, including healthcare and transportation, 
across multiple countries. This attack highlighted the potential for cyber-
criminals to use ransomware as a form of cyberterrorism, disrupting socie-
ties and economies on a global scale (URL8).

•	 Cyber-enabled economic espionage involves the use of cyber tools to steal 
trade secrets or intellectual property for competitive advantage. A high-pro-
file case illustrating this threat is the U.S. v. Huawei Technologies Co., where 
allegations of state-sponsored espionage were made, accusing the Chinese 
tech giant of stealing intellectual property to gain an economic edge (U.S. 
Department of Justice, 2020). Such activities erode trust in international 
commercial relations and pose serious risks to global economic security.

•	 Artificial Intelligence (AI) and automation threats have become more prev-
alent as cybercriminals increasingly use AI-powered tools to carry out so-
phisticated attacks. For example, automated phishing schemes powered by 
AI can create highly convincing fraudulent emails that bypass traditional 
detection systems, making it harder for organizations to protect sensitive 
data. These advanced techniques necessitate updated definitions to keep 
pace with evolving cybercrime tactics.

•	 Internet of Things (IoT) vulnerabilities present another growing concern. 
The interconnectedness of IoT devices significantly expands the attack sur-
face for cybercriminals. In 2016, the Mirai botnet attack, which involved hi-
jacking IoT devices such as cameras and routers, launched one of the largest 

https://www.symantec.com/blogs/attackers/kaseya-ransomware
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distributed denial-of-service (DDoS) attacks ever recorded, demonstrating 
the need for specific legal frameworks to address IoT-related cyber threats 
(Antonakakis et al., 2017).

•	 Quantum computing risks represent a future challenge for cybersecurity. As 
quantum technologies develop, they could potentially render current encryp-
tion methods obsolete, exposing sensitive data to unprecedented vulnera-
bilities. The advent of quantum computing could lead to the need for en-
tirely new cryptographic methods to safeguard information (Mosca, 2018). 
This emerging threat underlines the necessity of adapting legal and techni-
cal frameworks to mitigate the risks associated with quantum computing.

In conclusion, to effectively address these evolving cyber threats, legal frame-
works such as the Budapest Convention must be updated to incorporate broader 
definitions and coverage. These updates would ensure that international laws 
remain effective in combating the full spectrum of cybercrimes in today’s rap-
idly changing technological landscape.

Legal and regulatory considerations

Broadening the definitions and coverage of cyber threats has implications for 
law enforcement, international law, and cybersecurity policies. Legal scholars 
argue that frameworks such as the Budapest Convention must be updated to ef-
fectively address new forms of cybercrime (Wang, 2024). Incorporating these 
broader definitions into international treaties would enhance cooperation and 
provide a unified approach to emerging threats. By doing so, nations can en-
sure that their legal systems remain adaptable and resilient in the face of evolv-
ing digital challenges, fostering stronger international collaboration and more 
effective enforcement measures.

Implications of unaddressed cyber-threats

When cybercrimes are not effectively addressed, the repercussions go beyond 
harm to individual victims. These challenges compromise global cybersecurity 
systems and erode public trust in legal frameworks. The inability of legal sys-
tems to evolve alongside advancing cyber threats highlights significant barri-
ers to prosecuting these crimes and underscores their broader societal impacts.
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Legal challenges in prosecuting cybercrime

Cybercrime operates across and beyond traditional legal jurisdictions, posing 
significant jurisdictional challenges. For instance, in the Microsoft Ireland Case 
(United States v. Microsoft Corp., 584 U.S. 2018), U.S. authorities sought to 
compel Microsoft to produce data stored on Irish servers for a criminal investi-
gation. The Supreme Court eventually dismissed the case following the enact-
ment of the CLOUD Act, which sought to resolve such jurisdictional disputes 
by establishing a framework for cross-border data access. However, this legis-
lation raised concerns about data sovereignty and reciprocity in international 
law (Mitchell & Mishra, 2019). Digital evidence is inherently volatile and sus-
ceptible to alteration, demanding robust collection, preservation, and authenti-
cation standards. The case of United States v. Nosal illustrates these difficulties 
(United States v. Nosal). This case dealt with allegations of unauthorized ac-
cess under the Computer Fraud and Abuse Act (CFAA). The court struggled to 
define ‘unauthorized access’ in a way that appropriately aligned with the act’s 
language and technological realities (Mohamed & Abuobied, 2024).

The failure to address cyber threats effectively undermines global cybersecu-
rity. A prominent example is the WannaCry ransomware attack in 2017, which 
affected over 200,000 systems across 150 countries. This attack exploited vul-
nerabilities in outdated systems, highlighting the lack of international coordi-
nation and enforcement in addressing such threats (URL9). Unaddressed cyber 
threats also erode public trust in legal systems. The Equifax Data Breach of 
2017 exposed the sensitive information of over 140 million individuals. While 
Equifax agreed to a settlement exceeding $700 million, the case revealed sig-
nificant corporate accountability and data protection regulations gaps. This 
breach weakened public confidence in the ability of legal frameworks to ensure 
data security (Thomas, 2019). The Equifax breach highlights the urgent need 
for stronger, more comprehensive data protection laws to hold corporations 
accountable and protect individuals’ sensitive information from exploitation.

Scholarly perspective on legal reform

Scholarly perspectives on legal reform emphasize the need for harmonized 
international frameworks to address the growing complexities of cybercrime. 
Brenner argues that inconsistencies in cybersecurity laws undermine collective 
efforts to combat cybercrime, creating significant enforcement gaps that leave 
jurisdictions vulnerable to cyber threats. Enhancing existing instruments, such as 
the Budapest Convention on Cybercrime, is seen as essential for bridging these 

https://doi.org/10.1093/jiel/jgz016
https://doi.org/10.37868/sei.v6i1.id207
https://libres.uncg.edu/ir/uncg/f/N_Kshetri_Global_2013.pdf
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gaps and fostering greater international cooperation in the fight against cyber-
crime (URL10). This paper’s view is that addressing these disparities is vital to 
ensuring a unified and coordinated global response to emerging cyber threats.

In addition, the implications of unaddressed cybercrime underscore the ur-
gent need for legal reform. This reform must include harmonizing international 
laws, improving evidentiary standards, and fostering greater cooperation among 
nations to effectively combat cyber threats. Strengthening global legal frame-
works is crucial not only for enhancing cybersecurity but also for restoring pub-
lic trust in legal systems that are increasingly seen as inadequate in addressing 
the growing scale and sophistication of cybercrime. By enhancing international 
collaboration and updating laws, countries can better protect individuals and 
businesses from the damaging effects of cybercrime and ensure long-term re-
silience in the digital domain.

The need for a comprehensive update of the Budapest Convention

The Budapest Convention on Cybercrime, adopted in 2001, represents the first 
and most comprehensive international treaty addressing criminal activity on-
line and related electronic evidence. While its framework has proved resilient 
over two decades, the evolving cyber landscape necessitates significant updates. 
The following analysis justifies the need for revisions, grounded in legal schol-
arship, practical challenges, and the Convention’s application.

Legal and procedural modernization

The original Budapest Convention on Cybercrime was drafted in an era when 
the internet primarily functioned as a communication and data exchange tool. 
While its provisions were designed to be technology-neutral, they are often in-
sufficient to address the complexities of contemporary cyber operations. Schol-
ars such as Susan Brenner and Orin Kerr emphasize the necessity of aligning 
cybercrime laws with the evolving digital landscape, particularly concerning 
privacy, freedom of expression, and data sovereignty (Brenner, 2012; Kerr, 
2020). These concerns have led to ongoing debates about the adequacy of exist-
ing legal frameworks in responding to modern cyber threats. A major challenge 
associated with the Convention lies in its procedural mechanisms for obtaining 
and sharing electronic evidence. While functional, these tools can be cumber-
some and sometimes clash with domestic data protection laws. For example, 
the reliance on mutual legal assistance (MLA) requests often results in delays, 
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rendering the process inefficient when dealing with time-sensitive digital evi-
dence (URL11). In response to such inefficiencies, the Second Additional Proto-
col to the Convention seeks to enhance cross-border cooperation by facilitating 
direct engagement with service providers and expediting access to stored data.

However, jurisdictional ambiguities remain a critical issue, as demonstrat-
ed in the Microsoft Ireland case. In this case, U.S. authorities sought access to 
customer emails stored on an Irish server, prompting legal disputes over extra-
territorial data access (United States v. Microsoft Corp., 2018). This case high-
lights the pressing need for clear and harmonized legal provisions for handling 
cross-border data requests. The General Data Protection Regulation (GDPR) 
in the European Union further complicates the issue, as it imposes strict limita-
tions on the transfer of personal data outside the EU, often leading to conflicts 
with foreign investigative requests (URL12).

Several EU countries have attempted to address these challenges through na-
tional legislation. For instance, Germany’s Network Enforcement Act (NetzDG) 
mandates social media platforms to remove unlawful content swiftly, there-
by indirectly influencing the collection and preservation of electronic evi-
dence (URL13). Meanwhile, France has established specialized cybercrime 
units to ensure rapid response to digital offenses, although such efforts still re-
quire harmonization with broader international legal standards (URL14). From 
a researcher’s perspective, while the Second Additional Protocol introduces 
improvements, it does not entirely resolve the conflicts between sovereignty, 
data protection, and law enforcement efficiency. The complexity of multina-
tional data flows necessitates a more comprehensive framework that balances 
investigative needs with fundamental rights. A potential solution could involve 
an enhanced multi-stakeholder approach, integrating service providers, legal 
experts, and policymakers to develop clearer and more effective cross-border 
data-sharing mechanisms (Koops, 2021).

In conclusion, while the Budapest Convention remains a cornerstone of inter-
national cybercrime regulation, its procedural tools require continual adaptation 
to keep pace with technological advancements and legal complexities. The on-
going jurisdictional challenges and the need for more streamlined mechanisms 
highlight the necessity of further legal refinement to ensure both efficiency and 
compliance with fundamental rights protections.

Harmonization and expansion of membership

Though widely adopted, the Convention remains geographically imbalanced, 
with limited participation from countries in the Global South. This asymmetry 
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creates enforcement gaps, enabling cybercriminals to take advantage of juris-
dictions not covered by the Convention. Expanding the Convention’s influence 
requires harmonizing its provisions with regional treaties such as the Malabo 
Convention in Africa or the ASEAN framework on cybercrime (URL15). As 
cybercrimes transcend borders, a unified legal framework that respects diverse 
legal traditions is critical. Scholars like Andrea Bertolini argue for a hybrid 
approach incorporating regional best practices while maintaining the Conven-
tion’s foundational principles (Bertolini, 2019). This approach increases legit-
imacy and ensures broader compliance. This paper argues that while the Sec-
ond Additional Protocol introduces significant improvements, it does not fully 
address the persistent tensions between state sovereignty, data protection laws, 
and law enforcement efficiency. The intricate nature of multinational data ex-
changes demands a more robust and well-defined framework that reconciles 
investigative imperatives with fundamental rights. A viable solution could in-
volve a strengthened multi-stakeholder approach that brings together service 
providers, legal scholars, and policymakers to develop more transparent and 
effective mechanisms for cross-border data sharing (Koops, 2021). Such an 
approach would enhance international cooperation while ensuring compliance 
with both national and international legal standards.

Balancing law enforcement with privacy

The balance between law enforcement objectives and individual privacy rights 
is a cornerstone of the Budapest Convention. However, advancements in en-
cryption and data anonymization challenge traditional investigative techniques. 
Critics argue that unchecked law enforcement powers risk undermining fun-
damental human rights, especially in countries with weaker democratic safe-
guards. The Second Additional Protocol introduces measures to protect priva-
cy, such as mandatory data protection principles and independent oversight of 
cross-border data access requests . While these provisions are a step forward, 
further refinement is necessary to address emerging challenges, such as using 
automated decision-making systems in cyber investigations (Horan & Saiedi-
an, 2021). The Budapest Convention has been a pioneering framework in the 
fight against cybercrime. However, it must evolve to address the modern dig-
ital age’s legal, technical, and procedural complexities to remain relevant. By 
incorporating the lessons of two decades, embracing technological advance-
ments, and fostering global collaboration, the Convention can continue to serve 
as a robust tool for international justice and cybersecurity.
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Updating the Budapest Convention: Key lessons and recom-
mendations for addressing emerging cybercrime challenges

The rapid development of technology has brought about a corresponding surge 
in cybercrime, posing significant challenges to legal frameworks worldwide. 
The Budapest Convention on Cybercrime, as the first international treaty to ad-
dress cybercrime, has provided a vital foundation for international cooperation 
in combating these threats. However, in the context of evolving cybercrime tac-
tics, new technological innovations, and changing global dynamics, there is an 
urgent need to update the Convention. This paper explores critical lessons and 
recommendations for modernizing the Budapest Convention to address emerg-
ing cybercrime challenges effectively.

Adapting to new forms of cybercrime

The landscape of cybercrime has significantly evolved since the adoption of 
the Budapest Convention. Crimes such as ransomware attacks, cyber espionage, 
and the malicious use of deepfake technology present new challenges for legal 
systems globally. The Convention must be updated to account for these new 
forms of cybercrime, ensuring that existing provisions remain relevant. For in-
stance, the advent of artificial intelligence (AI) and machine learning (ML) has 
introduced new tools for cybercriminals to automate attacks, making it hard-
er to trace perpetrators. As suggested by experts in the field, the Convention 
should explicitly address these new types of cybercrime, ensuring that relevant 
definitions, such as ‘cyber-attack’, ‘AI-driven offenses,’ and ‘digital extortion’, 
are adequately incorporated (Kuzior et al., 2024). The Convention should be 
updated to include specific provisions addressing emerging cybercrimes, par-
ticularly those involving AI and other advanced technologies. It should also 
guide the classification of new cybercrimes to ensure that national laws are ap-
propriately updated.

Digital evidence and privacy protection

One of the central tenets of modern cybercrime investigations is digital evidence. 
As the volume of data generated daily increases, so does the reliance on digital 
evidence in criminal investigations. However, this rise in digital evidence comes 
with significant privacy concerns, particularly in an era of heightened surveil-
lance and data collection. A comprehensive analysis of the Convention reveals 
that it needs more detailed provisions to balance the need for evidence collection 
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with the protection of individual privacy (Anderson, 2021). The Council of Eu-
rope has previously emphasized the need for a balanced cybersecurity and hu-
man rights protection approach (URL16). However, the current provisions under 
the Convention do not address privacy issues concerning electronic evidence, 
especially when it involves cross-border data transfers and surveillance. The 
updated Convention should offer more explicit guidelines on digital evidence 
collection, preservation, and admissibility, including clear safeguards to ensure 
the protection of individual privacy. This could include establishing data protec-
tion protocols and a clear framework for managing cross-border data requests.

Addressing cryptocurrency and blockchain-related Cybercrime

Cryptocurrencies and blockchain technology have revolutionized the financial 
sector and introduced new opportunities for cybercriminals. These technolo-
gies often facilitate crimes such as money laundering, fraud, and ransomware 
payments. While the Budapest Convention addresses some aspects of digital 
evidence, it must provide more guidance on combating crimes involving cryp-
tocurrencies or blockchain technology (Morse, 2021). The Convention should 
be updated to explicitly address cybercrimes related to cryptocurrencies and 
blockchain technology. This includes enhancing provisions for investigating 
cryptocurrency transactions, identifying cybercriminals who exploit decentral-
ized technologies, and regulating cryptocurrency exchanges.

Strengthening international cooperation

Cybercrimes are inherently transnational, often involving actors from differ-
ent jurisdictions. Effective prosecution requires robust international coopera-
tion, including streamlined procedures for mutual legal assistance (MLA) and 
cross-border data sharing. While the Budapest Convention is a critical tool 
for fostering international collaboration, challenges persist in its application, 
especially regarding data protection and the complexity of extradition proce-
dures (Rainer, 2020). The updated Convention should introduce provisions to 
enhance international cooperation, such as establishing more efficient proto-
cols for cross-border data exchange and mutual legal assistance. This can be 
achieved through standardized forms of digital evidence submission, reduced 
bureaucratic delays, and the creation of an international cybercrime task force 
to facilitate coordination among member states.

Francois Regis Nshimiyimana: 
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Ensuring human rights compliance

Balancing law enforcement efforts with the protection of human rights re-
mains a significant challenge in the digital age. Digital surveillance, data min-
ing, and encryption backdoors are often considered necessary tools to combat 
cybercrime; however, they must not infringe upon fundamental freedoms such 
as freedom of expression and the right to privacy. Several human rights organ-
izations have raised concerns over the growing use of surveillance technolo-
gies without adequate oversight or protections (URL17). Any updates to the 
Budapest Convention should emphasize the importance of maintaining human 
rights protections in the context of cybersecurity measures. Specific provisions 
should be included to ensure that investigative measures, such as surveillance 
and data collection, are subject to strict judicial oversight and comply with in-
ternational human rights standards.

Capacity building and training

Many developing countries need more resources, technical expertise, and in-
frastructure to combat cybercrime effectively (URL18). This disparity creates 
significant barriers to implementing the provisions of the Budapest Convention. 
As such, capacity-building efforts are essential to ensuring that all countries can 
actively participate in combating cybercrime. The updated Convention should 
include provisions for strengthening the capacity of member states, particularly 
those in the Global South, through training programs, the provision of resourc-
es, and the establishment of regional centers of excellence for cybercrime in-
vestigation and prosecution.

Future-proofing the Convention

Technological change is accelerating, and future innovations such as quantum 
computing, which is expected to dramatically increase computing power and 
potentially render current encryption methods obsolete, and 5G networks, which 
offer ultra-fast connectivity and support for billions of interconnected devices, 
will undoubtedly introduce new challenges in the fight against cybercrime. The 
Budapest Convention must be adaptable to these changes to remain relevant and 
effective in the long term. Without proactive updates that anticipate the cyberse-
curity implications of emerging technologies, the legal framework risks falling 
behind the rapidly evolving digital landscape. To ensure this, the Convention 
should incorporate a mechanism for periodic review and adaptive amendment, 
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ensuring that it can be revised to address new technological developments. This 
could involve creating an advisory body made up of experts in cybersecurity, 
law, and technology to provide recommendations for future updates.

Summary of thought

This paper underscores the pressing need to update the Budapest Convention 
on Cybercrime to address the evolving landscape of cyber threats effectively. 
It emphasizes the increasing sophistication of cybercrimes, such as ransom-
ware attacks, misuse of cryptocurrencies, AI-driven offenses, vulnerabilities 
in the Internet of Things (IoT), and the complexities of cross-border jurisdic-
tion. Through a comparative legal research methodology, the paper identifies 
significant gaps in the current provisions of the Convention, particularly in 
dealing with advanced cybercrime techniques and the challenges posed by in-
ternational enforcement.

The research reveals that the Convention, while foundational, is not fully 
equipped to address the contemporary realities of cyber threats. It highlights 
the absence of explicit provisions for emerging technologies, such as artificial 
intelligence, and for regulating cryptocurrency-related crimes. Furthermore, the 
paper draws attention to the limitations in cross-border cooperation, which hin-
ders effective prosecution and enforcement in the global digital sphere.

The paper proposes concrete updates to the Budapest Convention in response 
to these challenges. Key recommendations include incorporating provisions to 
address AI-driven crimes, establishing comprehensive frameworks for cryp-
tocurrency regulation, and enhancing cross-border cooperation mechanisms 
to streamline international collaboration. These reforms aim to ensure that the 
Convention remains adaptable and effective in addressing the dynamic and 
evolving nature of cyber threats.

Ultimately, this paper contributes to the global discourse on cybercrime law, 
offering actionable insights for policymakers, legal practitioners, and interna-
tional bodies seeking to update the Budapest Convention. Addressing the iden-
tified gaps will the proposed reforms will help to safeguard fundamental rights 
while strengthening international efforts to respond to cyber threats in a coor-
dinated and rights-respecting manner.
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